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SUMMARY

The rapid growth of cloud-based and large-scale network infrastructures has increased the complexity
and frequency of cyber-attacks, demanding efficient and scalable intrusion detection systems (IDS). This
paper will also attempt to create a better Network Intrusion Detection System (NIDS) by incorporating a
Hybrid Median Attribute Clustering model with Particle Swarm Optimization (MAHC-PSO) to achieve
better detection accuracy, less false alarms, and better computation efficiency in high dimensional
network space. The suggested MAHC-PSO model utilizes Information Gain in the feature selection on
the KDD Cup’99 dataset to minimize dimensions without losing important network features. The median
attribute analysis is used to make data representation in a way that is effective and hybrid hierarchical
clustering is used to cluster network traffic patterns. Clustering quality is optimized with the help of
particle Swarm Optimization that improves the position of the particles depending on the accuracy of
detection and the degree of compactness of the cluster. The performance assessment is done with different
network sizes between 10, 000 and 60,000 nodes and compared with the current NWFSF-IDMLM and
HO-CNN-LSTM-IDS models. The experimental findings indicate that MAHC-PSO model is always
better in all the metrics than the benchmark models. The accuracy of feature extraction, hybrid clustering,
and cluster set generation were 98.5%, 98.2% and 98.6%, respectively, with 60,000 nodes. PSO fitness
value estimation rate was at its highest of 98.8 and median attribute estimation time was lower, at 18 units
and pattern analysis time was lower, at 12 units. The overall intrusion detection accuracy was 98.6 which
is very high compared to models. The MAHC-PSO model provides a scalable, efficient, and powerful
intrusion detection system in large networks in real-time. Its superior accuracy and reduced processing
time make it suitable for deployment in cloud-based, enterprise, and future distributed IT environments.

Key words: clustering, network data, particle swarm optimization, intrusion detection, similar values,
median attributes.
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INTRODUCTION

Protecting cloud infrastructure from intruders has become a critical function of intrusion detection
systems (IDS), which are essential components of network security. Network Intrusion Detection
Systems (NIDS) are used to check on the threats on a number of networks whereas Host Intrusion
Detection Systems (HIDS) are used to check on the intrusion on the host. Older systems of IDS were
based on misuse detectors, a signature-based model, whereas newer systems are based on anomaly
detectors which are built on machine learning (ML) [1]. NIDS are also charged with the responsibility
of operating on large amounts of data with a high-dimensional feature set and hence feature selection is
an essential step in increasing the accuracy and efficiency of machine learning algorithms. This however
poses major problems in processing the huge amount of network data which must be processed in real-
time [2],[3].

There are two major types of intrusion detection methods, which are anomaly detection and abuse
detection. Anomaly works as a model to detect regular data flow and any alterations are considered as
possible intrusion and peculiar in particular to identify an attack that has never been observed before [4].
On the contrary, the abused detection relies on a previously defined model of known intrusions and
recognises the unwanted behaviours in the network traffic. In comparison with the old security systems
like firewalls, NIDS have an additional advantage of being able to monitor in real-time, gathering data
packets, retrieving their properties, and comparing them to known attack signatures. Nevertheless, NIDS
have a number of major constraints, including very high rate of false-positive, consumption of resources,
failure to detect unknown threats, and dependence on human factors [5].

The goal of the research is to recommend a better way of intrusion detection by introducing a better
Median Attribute Hybrid Clustered Model with Particle Swarm Optimization (PSO) to enhance accuracy
and efficiency of NIDS [6]. The most important issue is to optimize feature selection and clustering
algorithms in order to overcome the problem of false positives and consumption of computer resources
as usually encountered in the traditional intrusion detection methods. The suggested model is aimed to
consider the scalability and flexibility of intrusion detection system and make them more efficient and
reliable in practice [7][8]. This study uses PSO, which is based on the group dynamics of animal
behavior, in order to enhance the clustering of network data as an indication of intrusion to improve the
overall performance of NIDS.

Although the field of machine learning and techniques of data mining have made great progress towards
intrusion detection, the existing systems are still faced with challenges of high false-positive rates and
inefficient computation [9]. This is a significant shortcoming of both anomaly-based and abuse-based
IDS because detecting hitherto unknown threats is not possible. The conventional IDS systems are
highly dependent on set security rules where the system can no longer respond to novel and emerging
threats. Furthermore, the performance of existing models is also hampered by the addition of the
computational complexity of the processing of large quantities of network data and the inability to select
a useful feature. Whereas methods, such as Particle Swarm Optimization (PSO), have demonstrated
potential in optimising feature selection, the use of such methods on the intrusion detection systems has
not been exhaustively exhausted especially in the presence of hybrid clustering models with potential in
handling high dimensions of network data [10][11].

The study hypothesis is that combining Particle Swarm Optimization with a Median Attribute Hybrid
Clustered Model would greatly enhance the intrusion detection system to a certain extent by increasing
the performance of the systems in terms of feature selection and the clustering capability [12][13]. In
particular, the proposed model is expected to minimize false positives, maximize the use of resources,
and enhance detection accuracy, especially in the process of occurring unknown threats. The model will
improve the general efficiency and scalability of NIDS by capitalizing on the collaborative aspect of
PSO particles which in parallel mines patterns on both individual and collective knowledge [14]. The
intention of using PSO in this context is to overcome the drawbacks of the traditional methods to provide
a more versatile and effective solution to detection of intruders into the IT networks, especially real-time
[15].
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This study makes the following key contributions:

o Innovative Clustering Model: This is a combination of median attribute selecting and hybrid
clustering to obtain precise network data classification.

e PSO Optimization: This employs Particle Swarm Optimization (PSO) to optimize feature
selection and clustering resulting in enhanced efficiency and accuracy.

e Minimization of False Positives: Result In minimization of false positives through data clustering
and optimization of features.

e Resource Efficiency: Reduces computation costs, ensuring that the model is resource-efficient in
large scale intrusion detection.

e Performs better with intrusion detection and is less prone to the false alarm rate than currently
available machine learning (ML) and deep learning (DL) models.

e Improved Scalability: Built to support large amounts of data, which provides applicability to real-
world IT infrastructures.

e Swarm Intelligence application: This application applies the principles of swarm intelligence
using PSO to enhance performance of intrusion detection.

There are five major sections in this article. Section 1 presents the necessity of network intrusion
detection, provides an overview of current limitations of the IDS system and introduces the motivation
and the contribution of the suggested MAHC-PSO model. Section 2 examines relative literature on
machine learning, swarm intelligence and clustering-based intrusion detection methods. Section 3
outlines the suggested methodology, which consists of an attribute selection process, a hybrid of medians
and attributes clustering, and PSO optimality, as well as steps of the algorithm. Section 4 provides the
results of the experiment and the analysis of performance through several evaluation metrics. Lastly,
Section 5 summarizes the study and gives discussions on the future research direction.

LITERATURE SURVEY

Direct power system measurement data is difficult to use in intrusion detection because of the high-
dimensionality and large noise levels. Conventional machine learning (ML) methods have a tendency
of considering feature processing as preprocessing and therefore they provide erroneous features during
training. To solve this, a binary particle swarm-wrapped feature selection methodology (BPSWO) with
an improved transfer function, chaotic transformation, and hamming distance was proposed by Han et
al. [1] as a solution to the problem of premature convergence in particle swarm optimization. Intrusion
detection is then done with the trained classifier after the selection of the features. Network security has
become an important component of the contemporary computing due to the increased prevalence of
cyber-attacks. Intrusion Detection Systems (IDS), especially Network Intrusion Detection Systems
(NIDS), are essential for cybersecurity. However, current systems suffer from limitations like reduced
usability, poor endurance, and declining detection accuracy. Deore et al. [2] evaluated the different
security measures and suggested the enhancing of such challenges.

Due to the increasing network attacks, there is an increasing need to have effective NIDS to detect
malicious activities. The development of machine learning techniques has proved to be significant in the
NIDS development because it can process high amounts of data and differentiate between normal and
abnormal behavior. Nevertheless, without the appropriate discrimination, deriving features out of large
sets of data can raise the level of complexity. To address this, Alsaleh et al. [3] proposed a feature
selection technique that extracts the most relevant features, improving detection efficiency and reducing
computational overhead. One optimization technique, the Slap Swarm Algorithm (SSA), effectively
resolves optimization challenges during feature selection.
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Jianhua et al. [4] proposed Flamingo Search Method (FSA) that was inspired by the nomadism behavior
of the flamingo, which maximizes global searching and local exploitation. FSA demonstrated strong
performance with regards to optimizing complicated problems in all test conditions. Tang et al. [5]
introduced IPSO-IRELM, an improved version of the Extreme Learning Machine (ELM), which
addresses random initialization issues and adapts dynamically to production networks. This approach
enhances the detection system's adaptability.

Injadat et al. [6] suggested NIDS multi-stage ML architecture to balance the performance detection and
the complexity of computing. Their analysis involved the analysis of different oversampling methods
and feature selection methods to enhance accuracy. Donkol et al. [7] implemented ELSTM together with
RNN and LPPSO to overcome the problem of gradient vanishing, overfitting and generalization, as
presented in the NSL-KDD data. In a hybrid IDS, Wu et al. [8] used WSVM in conjunction with Deep
Belief Networks (DBN), which exhibited better accuracy compared to other traditional ML methods.
Salinas et al. [9] utilized multi-objective optimization methods with swarm intelligence to enhance
NIDS. Taher et al. [10] introduced a new loT-based intrusion detection system with the help of tunicate
swarm and LSTM. The developments of the ML and swarm optimization emphasize the significance of
effective feature selection and computational optimization in the real-world. The insights will be used
to advocate the suggestion of Median Attribute Hybrid Clustered Model, which improves the accuracy,
scalability, and efficiency of intrusion detection systems.

PROPOSED METHOD
Overview of Clustering in Intrusion Detection

The philosophy of clustering has received much popularity due to its possible aid in intrusion detection
systems (IDS). The main objective of clustering is to have the similar data points in a cluster so that the
data items in the same cluster are more similar than those in other clusters. This is an advantageous
unsupervised learning framework especially in instances where the labels of the data items in classes are
not priori. Clustering, through unsupervised learning, helps identify previously unseen attacks on
networks. It enables network security experts to label network traffic as benign or malicious without
needing expert labeled data, thereby simplifying the laborious task of labeling large scale data sets [15].

Feature Selection and Data Preprocessing

The intrusion detection system is optimized by using the feature selection in order to decrease the
dimensions of the data set without losing the necessary information. The KDD Cup'99 is used, which
includes 41 features in it, including; src_byte, dsc_byte, duration, and protocol type. Information Gain
technique is used in the process of feature selection where features that are redundant and irrelevant are
removed [16]. Once the relevant features are chosen, the background noise is removed to prepare the
data to be clustered. The purpose of such a preprocessing step is to guarantee that only significant
attributes are utilized in the clustering algorithm [17].

| Network Feature Set F I Perform Feature Extraction I

I Median Attribute Calculation I

)

Perform Hybrid Clustering and Cluster Set
Generation

l PSO Fitness Value Calculation l

Pattern Analysis and Intrusion
Detection

Figure 1. Proposed model framework
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The Figure 1 shows the Median attribute Hybrid Clustering (MAHC) methodology combined with
Particle Swarm Optimization (PSO) that will be applied in efficient intrusion detection. The framework
shows how the network feature set is processed through feature extraction, clustering, and optimization
steps, resulting in the generation of the Intrusion Detection Set (IDSset).

Clustering Methodology

The clustering algorithm begins by dividing the dataset into smaller clusters. Each cluster is then
analyzed using a predetermined similarity metric to form a hierarchical structure. This hierarchical
clustering is required when the data is mixed dataset as the direct mathematical operations such as
addition or averageness may not apply [18][19]. The objective of the clustering algorithm is to detect
patterns in the data which can be an indication of intrusion attempts. The clustering technique applied
in this study is the Median Attribute Hybrid Clustering technique that guarantees the similarity of the
data in the study [20]. The clustering process is guided by the following mathematical formulations:

Cluster Size Calculation:

The average size of each cluster is calculated as:

K
o C
Avg Size = le )

In equation (1) C; represents the number of data points in cluster 7, and K is the number of clusters.
Cluster Range Calculation:
Each cluster is characterized by a range, calculated as:

_ max(C;) —min(()
"~ mean range of cluster

(2)

In equation (2) max(C;) and min(C;) represent the maximum and minimum values in the cluster,
respectively.

Cluster Grouping Calculation:

Clusters are grouped based on the distance between values, using a distance metric 4. The grouping is
performed as:

Cluster Grouping = maxrange() and minrange() 3)

In the equation (3) the values greater than the average are grouped into one set, and those lesser than the
average are grouped into another.

Particle Swarm Optimization (PSO) for Clustering Optimization

The clustering process is optimized with the help of the Particle Swarm Optimization (PSO). Particles
in this optimization method are candidate solutions, whereby each solution has a position and velocity
[21][22]. PSO works around these particles to find the best solution. The PSO objective of this study is
to improve the clustering process by modifying the particle positions to attain an enhanced performance
of the clustering [23].

The process is outlined as follows:
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Initialization:

Each particle starts with a random position and velocity in the search space. The position represents a
potential solution to the clustering problem.

Fitness Evaluation:

The fitness function evaluates the quality of each particle's solution. The fitness function is based on the
accuracy of intrusion detection and the compactness of the clusters.

Particle Update:

The position and velocity of each particle are updated using the following formulas:

Vi = Vj+ b1 (Poest = P;) + b2 * (Gpest — P)) (4)
B=py

In equation (4), V; is the velocity, P; is the position, Py is the local best position, and Ghey is the global
best position.

Convergence:

The particle swarm iterates until a termination condition (such as the maximum number of iterations,
Mlt) is met, with the goal of finding the best solution (global optimum) for the clustering problem.

Intrusion Detection and Pattern Analysis

After the process of clustering is done and optimal clusters have been determined, we develop the
Intrusion Detection Set (IDSset). The IDSset is a set of network traffic, which is identified as benign or
malicious based on the results of the clustering. The data pattern analysis is employed to track and
identify inconsistencies in the network traffic data, which is helpful to identify the possible security
breaches [24]. The data pattern analysis involves the detection of abnormality in the clustered data
patterns, which might be signs of intrusion. This measure will enable real-time identification and
categorization of network traffic and further promote the entire system safety [25].

Time Complexity and Scalability

The MAHC-PSO model is designed to be computationally efficient and scalable for handling high-
dimensional network traffic data. Feature selection reduces the data dimensionality, which improves
processing speed. The hybrid clustering approach ensures that the clustering process is both accurate
and efficient. The PSO-based optimization mechanism further enhances the model's scalability, making
it suitable for deployment in real-time IT environments. The ability to identify previously unseen attacks
without requiring labeled data makes this model robust against evolving intrusion patterns and noise.
Algorithm 1: Median Attribute Hybrid Clustering with Particle Swarm Optimization (MAHC-PSO)
Input: Network Feature Set {NFg,;}

Output: Intrusion Detection Set {IDSg,;}

Step 1: Feature Extraction

Perform dimensionality reduction by selecting key features from the network data.

Use getattr() to retrieve attributes and simm() model to calculate similarities.
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Find high-range attributes using maxrange().
Step 2: Mean Attribute Calculation

Calculate the mean of each attribute to establish threshold values for intrusion detection.
Step 3: Hybrid Clustering

Divide the dataset into smaller clusters using a predetermined similarity metric.

Group clusters based on distance range using maxrange() and minrange().
Step 4: Particle Swarm Optimization (PSO)

Initialize particle positions and velocities.

While iterations < max iterations (MIt):

For each particle Pj:
Calculate fitness function based on cluster accuracy and compactness.
If fitness value > Pbest:
Update Pbest with the current fitness value.
Update particle velocity and position.

Return the best fitness value (gbest).
Step 5: Intrusion Detection and Pattern Analysis

Analyze the generated clusters and detect anomalies.
Generate the intrusion detection set (IDSset) based on clustered data patterns.
The MAHC-PSO algorithm 1 integrates feature extraction, hybrid clustering and Particle Swarm
Optimization (PSO) to facilitate effective intrusion detection. It dimensionality data of the network,
clusters data of the network traffic, optimizes clustering with the help of PSO, and identifies the
anomalies. It is computationally efficient, scalable, and robust, and can be used in detecting intrusions
in networks in real-time.
RESULTS
Network Security Overview
The issue of network security has also become prominent, and the primary concern has become the
means and the tools used to secure the safety of the networks. Intrusion detection systems (IDS) are at
the forefront of this effort, designed to identify illicit usage of networks or computer equipment. An
intrusion refers to any activity that compromises the confidentiality, availability, or integrity of a system.
As a matter of fact, IDS tracks the various security policy infractions, including unauthorized file or
network access. Having a professional understanding of known patterns of intrusions, IDS characterizes
user activity as normal or abnormal and gives alerts. However, many traditional IDS approaches suffer
from poor detection rates and high false alarm rates. This research paper suggests a hybrid form of data
mining model that integrates feature selection, filtering, clustering, divide-and-merge, and ensemble

clustering to achieve precision in the detection of intrusions with a false alarm. Median Attribute Hybrid
Clustered Model through Particle Swarm Optimization (MAHC-PSO) is a better model compared to the
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existing IDS model since it proves to be more effective in detecting network intrusions. This
performance advantage is essential in real-time IT intrusion detection, which underscores the
appropriateness of the model for deployment in large-scale networks, herein the cloud-based Network
Intrusion Detection Systems (NIDS).

Feature Extraction Accuracy

The process of feature extraction is very important in intrusion detection. It entails the manipulation of
the unprocessed data into useful features, which can be utilized by machine learning algorithms to
perform classification. In feature extraction, a more cost and time-efficient smaller set of features (F) is
chosen among a larger set (N). By removing non-dominant features, we reduce the training time and
improve model simplicity. Table 1 shows the levels of accuracy of the feature extraction of the current
model and a proposed model, which reveals that the MAHC-PSO model has the highest level of accuracy
in comparison with other existing methods.

Table 1. Feature extraction accuracy levels

Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS
Model Model Model
10000 97.4 93.0 94.1
20000 97.6 93.2 94 .4
30000 97.9 93.5 94.7
40000 98.1 93.7 94.9
50000 98.3 93.9 95.0
60000 98.5 94 95.2

The table presents the feature extraction accuracy of different intrusion detection models under varying
network sizes. As the number of nodes increases from 10,000 to 60,000, the proposed MAHC-PSO
model consistently achieves higher accuracy compared to the NWFSF-IDMLM and HO-CNN-LSTM-
IDS models. This demonstrates the robustness and scalability of the MAHC-PSO approach in effectively
extracting relevant features from large-scale network traffic, which contributes to improved intrusion
detection performance.

Median Attribute Calculation Time

This table shows the feature extraction accuracy of the various intrusion detection models with varying
network sizes. The proposed MAHC-PSO model has a higher accuracy than the NWFSF-IDMLM and
HO-CNN-LSTM-IDS models as the number of nodes is increased between 10,000 and 60,000. It shows
how the MAHC-PSO approach can be used to extract the relevant features in large-scale network traffic
with high effectiveness and scalability, which is a factor in enhancing intrusion detection performance.

Table 2. Median attribute calculation time levels

Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS

Model Model Model

10000 17.0 23.0 27.0

20000 17.2 23.2 27.2

30000 17.3 23.4 27.4

40000 17.6 23.6 27.6

50000 17.8 23.8 27.9

60000 18 24 28

Table 2 displays the median attribute calculation time of various intrusion detection models of the
network of increasing size. In comparison to NWFSF-IDMLM and HO-CNN-LSTM-IDS models, the
proposed MAHC-PSO model is always much faster to compute based on the number of nodes in the
network. This saves in processing time, indicating that the MAHC-PSO method is more efficient in
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computation time, and it is thus more appropriate for large-scale and real-time network intrusion
detection functions.

Hybrid Clustering Accuracy

Clustering is a method that is used to group data in terms of similarity. The hybrid clustering proposal
that is implemented in intrusion detection separates the dataset into small clusters and constructs
hierarchies to help in the proper detection of abnormal behavior. The Table 3 results indicate that the
MAHC-PSO model performs better than the already existing models in the accuracy of clustering and
shows that this model can be used to facilitate better detection of complex intrusion patterns in enterprise
IT networks.

Table 3. Hybrid clustering accuracy levels

Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS
Model Model Model
10000 97.0 94.1 92.4
20000 97.3 94.3 92.7
30000 97.5 94.5 92.9
40000 97.8 94.7 93.1
50000 98.0 94.8 933
60000 98.2 95 93.5

Cluster Set Generation Accuracy

Another important factor of the clustering process is cluster set generation, the aim of which is to find
and isolate odd data points. Table 4 demonstrates that the MAHC-PSO model is more effective in the
formation of accurate clusters. This is essential in improving the accuracy and speed of the intrusion
detection systems.

Table 4. Cluster set generation accuracy levels

Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS
Model Model Model
10000 97.7 94.0 94.8
20000 97.9 94.2 94.9
30000 98.0 94.4 95.1
40000 98.2 94.5 95.4
50000 98.4 94.8 95.6
60000 98.6 95 95.8

Table 4 is used to compare the accuracy of the cluster set generation of various intrusion detection
models at varying network sizes. As the number of nodes grows, the suggested MAHC-PSO model is
more accurate than the NWFSF-IDMLM and HO-CNN-LSTM-IDS models. It means that the MAHC-
PSO technique is better suited to construct precise and valid cluster sets, which strengthens the general
capacity to identify the intrusion in large-scale environments.

PSO Fitness Value Calculation Accuracy

The quality of potential solutions is measured with the help of the Particle Swarm Optimization (PSO)
fitness value. Table 5 depicts that the MAHC-PSO model has an impressive enhancement in calculating
the fitness values. The optimization is essential in the efficient detection of the most pertinent intrusion
detection features.
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Table 5. PSO fitness value calculation accuracy levels

Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS
Model Model Model
10000 98.0 94.0 93.5
20000 98.1 94.2 93.6
30000 98.3 94.5 93.9
40000 98.5 94.6 94.1
50000 98.7 94.9 94.3
60000 98.8 95 94.6

The table shows that PSO fitness value computation is accurate with varied intrusion detection models
and varying network sizes. With an increasing number of nodes, the proposed MAHC-PSO model
regularly gains greater fitness accuracy than the NWFSF-IDMLM and HO-CNN-LSTM-IDS models.
This enhanced fitness assessment is a measure of how the PSO-based optimization has succeeded in
optimizing cluster quality and overall performance of the intrusion detection system, especially in large-
scale network settings.

PSO Fitness Value Calculation Accuracy Levels

99

s ///
D 97
(18]
b= —&— MAHC-PSO
s NWFSF-IDMLM
O 96
= —=— HO-CNN-LSTM-IDS
=
(=]
=

95

94

T T T T T T
10000 20000 30000 40000 50000 60000

MNodes in the Network

Figure 2: PSO fitness value calculation accuracy levels

Figure 2 shows the accuracy of the calculation of the PSO fitness value of the various intrusion detection
models with the growth in the size of the network. The presented MAHC-PSO model is always more
accurate in its fitness than the NWFSF-IDMLM and HO-CNN-LSTM-IDS models. The gradual
increasing nature implies that the PSO-based optimization is effective and scalable to enhance the
performance of clustering in detecting the network intrusion of a large-scale network.

Pattern Analysis Time

Clustering is a method that clusters the data based on similarities. The suggested hybrid clustering
system, used in the intrusion detection area, separates the data set into smaller groups and constructs the
hierarchical schemes for proper abnormal behavior recognition. As indicated in Table 6, the MAHC-
PSO model performs better than the existing models in clustering accuracy, and it can be said that better
performance can be achieved by the model in detecting complex patterns of intrusion in an enterprise IT
network.
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Table 6. Pattern analysis time levels

Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS
Model Model Model
10000 11.1 17.0 22.3
20000 11.3 17.2 22.5
30000 11.5 17.4 22.6
40000 11.6 17.6 22.7
50000 11.8 17.8 229
60000 12 18 23

The table shows the pattern analysis time of the various intrusion detection models in relation to the
network size. The MAHC-PSO model remains shorter than the NWFSF-IDMLM and HO-CNN-LSTM-
IDS models with an increase in the number of nodes of the network. This low processing time indicates
the scalability and efficiency of the MAHC-PSO approach, which is very appropriate in real-time
intrusion detection of large-scale network environments.

Intrusion Detection Accuracy

Lastly, the accuracy levels of intrusion detection of the proposed MAHC-PSO model are significantly
better than those of the current models. Table 7 and Figure 3 indicate that the MAHC-PSO model has
the highest accuracy, which is a prerequisite to provide solid security against network intrusions in

enterprises.
Table 7. Intrusion detection accuracy levels
Nodes in the Models Considered
Network MAHC-PSO NWFSF-IDMLM HO-CNN-LSTM-IDS
Model Model Model
10000 97.7 94.3 93.8
20000 97.9 94.5 94.0
30000 98.0 94.7 94.2
40000 98.3 94.9 94.3
50000 98.5 95.0 94.5
60000 98.6 95.2 94.6

It is seen in the table that the intrusion detection ability of the different models improves with the size
of the network, and the proposed MAHC-PSO model has better intrusion detection than the other models
of NWFSF-IDMLM and HO-CNN-LSTM-IDS at any node count. This enhancement proves that the
MAHC-PSO approach is robust and scalable in the detection of intrusion in large network environments.

Models Considered

Intrusion Detection Accuracy Levels

28

97

96

295

94

Tm——

///a

- —

ERP

MAHC-PSO
NWFSF-IDMLM
HO-CMNMN-LSTM-IDS

T
10000

T
20000

T
30000

T
40000

MNodes in the Network

T T
50000 S0000

Figure 3. Intrusion detection accuracy levels
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The graph illustrates the accuracy of intrusion detection of various models with an enlarging network.
The proposed MAHC-PSO model is more effective than the NWFSF-IDMLM and HO-CNN-LSTM-
IDS models and is more accurate at all node counts. This growing pattern points to the strength and
scalability of the MAHC-PSO methodology for effective intrusion detection in a large-scale network
setup.

CONCLUSION

This paper has introduced a Median Attribute Hybrid Clustering model, which is optimized by Particle
Swarm Optimization (MAHC-PSO), in order to detect network intrusion effectively. The suggested
solution combines feature selection, median-based attribute analysis, hybrid clustering, and PSO-based
optimization in order to improve the detection accuracy and minimize the cost of computation. The
better performance of the MAHC-PSO model compared to the currently used NWFSF-IDMLM and
HO-CNN-LSTM-IDS models was proven by extensive experimental assessment with the use of
different network sizes. The findings indicate that the proposed MAHC-PSO model had higher accuracy
in feature extraction, with a high of 98.5% of the 60,000 network nodes in the model, and a much lower
median attribute calculation time (18 units) than the benchmark models. In addition, the accuracy of the
hybrid clustering strategy with the median-based clustering strategy rose to 98.2%, and the generation
of cluster sets accuracy rose to 98.6%, which proves the efficiency of the clustering quality in the
strategy. Pattern analysis was also shortened by the model down to 12 units, which allowed detection to
occur quickly. Above all, it was shown that the MAHC-PSO model has the highest intrusion detection
rate, with the highest rate of 98.6%, which is a higher value compared to the current methods of all
network sizes, which emphasizes its strength and scalability. In general, the MAHC-PSO model is
computationally efficient, accurate, and well-scaled to large-scale and real-time network intrusion
detection.

Future research will be dedicated to the attempt to integrate the proposed MAHC-PSO model with cloud-
based intrusion detection systems and assess its functionality in real-time distributed IT systems, such
as its implementation in enterprise networks, its extension to loT and distributed IT systems, as well as
its hybridization with deep learning models in an attempt to advance the adaptive intrusion detection
capabilities further.
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